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The hours and days immediately following the discovery of a cyber intrusion can be stressful and chaotic
for victims. Without a documented and well-rehearsed incident response plan, people are prone to costly
fear-based reactions. Action bias is the human tendency to favor action over inaction. It feels better for victims
to do something even if rushed decisions are suboptimal to thoughtful, careful alternatives. Furthermore, the
null baseline of doing nothing or watchful waiting can sometimes be advantageous. This paper describes
an application of opportunity cost to action bias. While these insights are not yet backed by empirical data,
this is the first work to examine the intersection of opportunity cost with action bias in cybersecurity incident
response. Using Sony Pictures Entertainment as a case study, we discuss the implications of opportunity costs
from acting prematurely and, conversely, the opportunity costs of waiting to act.
INTRODUCTION
Cyber incidents and intrusions are an inherent and inevitable
aspect of cybersecurity. Attackers have every incentive to continue attacking because there is great value and wealth to be
acquired. Defenders must make on-going and high-stakes decisions about when, where, and how to protect organizational
assets and operations. Limited by finite and scarce resources at
their disposal, cybersecurity decision makers are in danger of
misallocating their resources or over- and under-spending.
People have an impulse towards action to gain a sense of
control over chaotic situations, including cyber intrusions. Researchers have named this error in judgment action bias (Patt &
Zeckhauser, 2000). Despite frameworks and playbooks which
encourage preparation, measured response appears surprisingly
uncommon compared with contemporary efforts focused only on
prevention (Stevens et al., 2022). As a result, organizations who
encounter a crisis unprepared are prone to a human tendency to
favor action over inaction (Dykstra et al., 2022).
One way that decision makers miss the mark when biased
towards action is failing to consider alternatives. First coined by
Friedrich von Wieser, opportunity cost is the loss of potential gain
from other alternatives when one alternative is chosen (Mankiw,
2020). For instance, allocating resources to rebuilding servers
after an attack without analyzing logs means that those resources
cannot be used for forensics to determine how the attackers initially gained access. Considering opportunity cost is effortful
even in calm situations, but time pressure, tunnel vision, and
information bias derail critical thinking during crisis and exploration of alternatives suffers (Schraagen & van de Ven, 2008).
Opportunity cost is known to cybersecurity researchers and
practitioners but it is often an aside in the discussion of other
topics. Over the past 20 years, at least eight papers at the Workshop on the Economics of Information Security (WEIS) have
mentioned opportunity cost (Table 1). While they represent only
a subset of academic research, this workshop illustrates that opportunity cost is being considered within the context of some

security decisions. Each paper touched on opportunity cost in
some way, but none addressed action bias. Specific security
choices, such as the installation of software updates, have been
evaluated against opportunity cost in other research. Even these
acknowledge that “Quantifying accurately the opportunity cost
and loss from attacks is often challenging”(Rajivan et al., 2020).
Reference
(Cremonini & Nizovtsev,
2006)
(Herath & Herath, 2006)
(Brecht & Nowey, 2013)
(Ioannidis et al., 2013)
(Kaivanto, 2014)
(Lefouili et al., 2017)
(Anderson et al., 2019)
(Zhou & Hui, 2019)

Theme
Opportunity cost of attacking a given target
Opportunity cost of lost productivity
Opportunity cost of security investments
Opportunity cost of security investments
Opportunity cost of misclassifying spam
Opportunity cost of information sharing
Opportunity cost of cybercrime to society
Opportunity cost of not attacking

Table 1: Opportunity cost themes at WEIS, 2002-2021.
Practitioners may be discouraged from exploring alternatives
given the perceived vagueness of opportunity cost and a lack of
precise measurements. We believe that an approachable starting point is to consider the null baseline. That is, when faced
with any decision in incident response, also consider the option
of waiting to act. This alone falls short of fully incorporating
opportunity cost in cybersecurity decision making; however, it
may be accepted more easily by practitioners during a crisis.
One reason for the lack of analysis of opportunity cost to
incident response may be the scarcity of instructive public examples. Though incidents are routine, knowledge about decisions
and decision making is generally opaque from the outside. In
this paper, we examine one case study of the 2014 breach at
Sony Pictures Entertainment using publicly-available information and then discuss the implications of both opportunity costs
of acting prematurely and, conversely, the opportunity costs of
waiting to act. We present considerations specific to cybersecurity and action bias including externalities and recommendations
for research and practice.

CASE STUDY: SONY BREACH

OPPORTUNITY COSTS OF ACTING IN CRISIS

On Tuesday, November 25, 2014, Sony Pictures Entertainment (SPE) shut down its entire network for more than 9,000
employees. This response was less than 24 hours after the first
visible signs of a significant attack threatening to release movies
and sensitive company information. Employees were told not to
connect to corporate networks or access email and instructed to
turn off their computers as well as disable Wi-Fi on all mobile
devices. Attackers had been siphoning data from SPE for a year,
so one may assess that the SPE reactions were knee-jerk and
both costly and reactionary. We may never know exactly how the
decision making occurred, but the publicly available data point
to the lack of a practiced plan. “There’s no playbook for this,”
said Michael Lynton, their CEO (Associated Press, 2016). Kevin
Mandia wrote in an internal memo that “[Sony] could not have
been ‘fully prepared’...” (Frizell, 2014). SPE’s response did not
show evidence of carefully calculated and expected preparation.
These actions are an example of action bias that cost the company
more than the attack alone.
SPE, nor public reporting about the incident, revealed how
decisions were made as discovery of the breach unfolded. However, the evidence from Lynton and Mandia’s quotes suggests
that the situation was chaotic and that SPE was unprepared. This
looked like action bias: do something—anything—to gain control. An organization with practiced incident response plans,
regular exercises, and experience with prior incidents would be
expected to instead show thorough investigation and targeted mitigations.
Action bias leads decision makers to stray from rational costbenefit analysis with the impulse to do something. This is a worst
case scenario for opportunity cost since any option may be chosen without regard for its cost or value. A breach such as the
one at SPE does require immediate—even urgent—action, but
it need not be based on uninformed, rushed decisions. Instead,
preparation and deliberate thinking before the crisis can lead to
more optimized outcomes and resource allocation.
Some of the costs associated with the SPE breach are known
even though the studio never assigned a final cost to their losses.
In their third quarter earnings report for 2014, Sony said that it
spent $15 million on investigation and remediation costs related
to the attack (Sony, 2015). This was later revised to a total of
$35 million for the full fiscal year through March 31, 2015. In
addition, the company also reached a settlement with current
and former employees and agreed to pay up to $8 million to
reimburse them for identity theft losses, credit-fraud protection
services, and legal fees. It is not known how much the studio
suffered as tangible and intangible losses from downtime, boxoffice and home entertainment revenue as a result of five films
being prematurely released during the breach, nor the cost from
reputational damage from the breach.
There are many sides to opportunity cost in the crisis of incident response, including the opportunity costs of acting as Sony
did and those of waiting to act. In the next sections we examine
both of these scenarios.

Opportunity costs of acting are experienced when action
bias is present. The opportunity costs of taking action are the potential gains forfeited because one chooses a suboptimal action
during an incident response. Tangible and intangible negative
costs and positive effects apply to the organization, employees,
and society. These include the costs of time and money that
could have been saved from not acting, but are instead spent on
immediate actions. It also includes losing out on the benefit of
choosing an alternative action or the impulse action worsening
incident impact. Restarting database services that are running
“hot” can exacerbate and extend the incident, despite reflecting
a common knee-jerk response. Similarly, initiating restoration
from a backup that has not been tested can also extend downtime
during incidents, especially when there is no knowledge of how
long the restoration takes. Action can produce a false sense of security or progress. In extreme cases, there can be intangible costs
from curtailed innovation and productivity if too much security
is implemented.
While SPE exhibited action bias, they also suffered opportunity cost of their actions. By choosing to take their enterprise
network offline, they experienced the opportunity cost of diminished business productivity from their 9,000 employees. Indeed,
those employees had been conducting business despite the yearlong breach before it was discovered. In theory, decision makers
might have calculated and compared the impact of the intrusion
with the impact of business downtime. The cost of keeping the
business open and the expected value of production are commonly known to business executives.
The goal of incident response is to minimize the impact of
the current and future incidents, from investigation to recovery.
In incident response, numerous alternatives are sacrificed. If rebuilding is chosen first, then those resources cannot be applied
to evaluation and analysis. Action bias and fear-based responses
could increase the impact of the incident rather than minimize it.
However, understanding the underlying factors that contributed
to the incident contribute to preventing the same failures from
reoccurring. This includes, for instance, refinement of system
architecture or mitigations to make the previously-observed attacker behavior more difficult to perform. It also includes preventing alternative options from being cut off during response.
For example, reliable logging pipelines would enable the rebuild
option during response without sacrificing visibility into system
behavior.
Acting before evaluating and understanding the intrusion
could lead to suboptimal resource utilization. The response
might erroneously focus on a fix that is less impactful overall. For example, an attacker may have exploited misconfigured
alert and notification settings for on-call team members. Fixing
this specific vulnerability would offer immediate relief but fewer
long-term benefits than allocating the same resources towards
improving and testing on-call workflows. Such a solution would
improve an influential factor in incidents of all types, not simply
the specific occurrence of the immediate crisis.

OPPORTUNITY COSTS OF WAITING IN CRISIS

DISCUSSION

There are opportunity costs associated with waiting and delaying action during incidents. In choosing action, SPE did not
suffer opportunity costs of waiting, although we assess that waiting would have been less costly. The extreme case of waiting
is to do so indefinitely. We hypothesize that thinking about a
temporary delay is more helpful than a “do nothing” mentality.

While there are many options in incident response, we have
considered the following subset:

Waiting to act can feel counterintuitive to a decision maker
facing a crisis. Using the time waiting to collect more information or analyze the event presents uncertain future benefits while
bearing a certain cost in the present. These immediate costs
include time and cognitive effort taken away from recovery actions, as well as the foregone benefits of taking action now (such
as reduced downtime or intangible benefits including reduced
stress).
Shareholders, customers, and the public may expect action
and that pressure is one cost of the decision to wait. The potential gain lost by waiting would be stakeholder satisfaction.
If perceived as weakness, inaction could contribute to reduced
profit or reputational damage. This cost may exist even if the
organization only appears to exhibit inaction but is working and
not communicating it to stakeholders.
A prominent opportunity cost of waiting to act is that the
incident might continue or get worse. Recall that the goal of incident response is to minimize the impact. However, when action
is dangerous or uncertain, a low aggression approach can be the
most valuable choice. In healthcare, this approach is known as
watchful waiting and allows time to pass before medical intervention or therapy are applied. It can avoid treatment risks and
other side effects. Note that watchful waiting is an active choice,
not a decision for inaction.
The costs associated with waiting could be incurred in a
less chaotic time that encourages careful planning. For example,
instead of deciding on-demand during the crisis, the organization could decide a priori how to assembling the response team,
gather data, and manage the incident. The costs may be the same
no matter when planning occurs, but the value is increased by
better decision making in a cold state.
Studied and popularized by Daniel Kahneman, humans exhibit both fast, emotional thinking (System 1) and slower, logical
thinking (System 2) (Kahneman, 2011). This difference has a
profound impact on incident response. Action bias is a mental
shortcut associated with System 1 thinking. Such heuristics have
been repeatedly shown to produce errors.
While waiting, practitioners may conflate ambiguity with
uncertainty. A common belief is that by waiting to take action,
incident responders can collect more information to reduce uncertainty. But, more information will not reduce the ambiguity
of which response action is most optimal for the situation. This
is because the information collected about the situation may have
a variety of potential meanings (Carroll, 2015).

1. Act immediately, triggered by action bias.
2. Act immediately, based on predetermined plans and protocols.
3. Wait and see, hoping that the crisis will resolve itself.
4. Do watchful waiting, being ready to act when the time is
right.
The SPE case study was an example of number one above. There
are opportunity costs with each of these choices, and of the options not considered here.
A common frustration for decision makers is their perceived
inability to calculate the expected cost and value of a given choice.
Precise values may well be elusive, but that should not deter consideration of alternatives. For SPE, the exact value of disconnecting the network was less important than consideration for how
else the breach could be handled. In addition to monetary value,
other direct costs include time to execute an action. Even time
has secondary impacts, including employee satisfaction, burnout,
and emotional experiences, such as anxiety and frustration.
Opportunity cost in cybersecurity must also be considered
with respect to its externalities. The decisions that users and
companies make regarding their cybersecurity are indirectly interconnected with other users and systems. If a business fails to
install software patches and becomes compromised, an adversary
may use that access to launch phishing campaigns or denial of
service attacks on third parties. Many adversaries take a systems
view of their targets, thriving on interconnections between components and using externalities to their advantage (Shortridge &
Petrich, 2021). For instance, ransomware operators will target
organizations where downtime will result in significant negative
externalities for users, other organizations, or society, as this
increases the willingness of the target organization to pay the
ransom.
Cybersecurity decisions and outcomes are intertwined with
those made by other parties. Our choices can affect others and
their decisions can affect us. One party may be unaware of
the impact that their immediate reactions in a crisis have on the
planned or automated defenses of another. Even with in a single
organization, if a security team responds to a compromise of a
component within a CI/CD pipeline by halting all software delivery, engineering teams will incur significant costs, as will the
organization itself.
Planning and preparation are crucial to successfully avoiding
action bias. Skilled decision makers bring expertise, experience,
and deliberate practice learned long before a crisis. During an
incident, the time between observation and action can be short
even when the mitigations are developed in advance. Standard
operating procedures and playbooks shift the decision-making to
a time before the crisis instead of during it, allowing a chance for

slow, careful, System 2 thinking. In addition, organizations must
practice these plans, such as with security chaos experiments or
tabletop exercises, to build experience and identify gaps in the
plan.
Security chaos engineering explicitly seeks to generate
“muscle memory” around responding to incidents through experimentation (Shortridge & Rinehart, 2020). By purposefully
injecting faults into systems, organizations become more familiar not only with how their systems respond but also how humans interacting with those systems respond. Repeated practice
makes operators more comfortable with response plans, transforming these actions into automatic behavior from anomalous,
high-stress scenarios requiring slow, careful System 2 thinking.
The analysis of Sony and the other considerations here lead to
several recommendations for cybersecurity practitioners. To prioritize security chaos experiments and tabletop exercises within
organizations of high ops-tempos, practitioners may show leadership how preparation would have saved time or money in an
incident they remember. Site reliability engineering teams, for
example, will calculate the hourly cost of operational downtime
and demonstrate improvement in their time to restore service
(TTR) metric to prove the value of incident response. An organization’s service-level objectives (SLOs) define goal system
behaviors based on customer pain points and also represent a potential impact of an incident that is suboptimally resolved (Beyer
et al., 2016). Practitioners should consider conducting a premortem by imagining that the response to a crisis has failed and
anticipating what might go wrong. This can be informed by
analyzing a growing dataset of public post-mortums.1 These
example also serve to inform hypotheses to be tested in security chaos experiments, generating evidence as to whether the
organization is prepared to handle such incidents of their own.
CONCLUSIONS
In this paper, we introduced the opportunity costs of action
bias in cybersecurity incident response. The SPE breach appears
to show an example of action bias and allows us to examine opportunity cost of action and of waiting. The interconnectedness
of cybersecurity demands consideration for indirect costs, such
as impact on consumers of SPE’s entertainment products.
Further research is needed to understand decision making
during cybersecurity incidents. We would like to explore the
incentives and motivations of leadership. In addition, there is an
open opportunity to create aids that are usable and effective for
decision makers. Such tools might overcome their hesitancy. To
wit, there is opportunity cost in considering opportunity cost.
We acknowledge that SPE may have had an approved incident response plan and that the plan directed SPE to act as they
did. Without direct knowledge about decision making, it will be
difficult to fully understand the extent of action bias in cybersecurity. In the case of SPE, all indications point to a risk-tolerant
environment. In a 2007 interview, the executive director of information security at SPE said that “it’s a valid business decision
1See https://github.com/danluu/post-mortems

to accept the risk” of a security breach and that “I will not invest
$10 million to avoid a possible $1 million loss” (Holmes, 2007).
To avoid a breach is to try and prevent it. Overcoming action bias
and properly pricing in opportunity cost instead requires a focus
on preparation.
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